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The password prompt (default is Password: or password: ).
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Password promgt

Use Preprocessor?

Preprocessor:

X=O Data Import - 192.168.83.207 ‘
File Import || Data Collection Credentials | Prowy Servers | Import Status | Discovery
& New [x] o Import| B \ » e &
§ 6rows
u
X Data Collection Task
AW
ca Detatype: Auto-detect  (8) L2 & L3 Devices Scarner Other Communication Method: Details for Selected Plug-In Pair
Rey
ru4 | Check Point File (8.2.0) - Infoblox NetMRI -
rud | Check Point OPSEC (8.2.0) SCP Data Plug-in: Cisco 108
U3 | Cisco ACE (8.2.0) SFTP Version: 820
Clsco CSS (8.2.0) SolarWinds Orion NCM Provider RedSeal Networks, Inc.
> oo 05 (8.2.0) Teinet e it
Cisco 105 XR (8.2.0) Tripwire Enterprise ;o':':; 8.20
Cisco N-OS (8.2.0) = || e LD s : RedSeal Networks Inc,
Task Name:
x%E
IRET &
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EBET S
Details | Schedue Emails  LUive Data
Credential - Y
172.16.10.1 Test Connection

IP address, DINS name, or FQON of the ssh sevver. Bample: seyver.aome.com

n
FPort number to connect to. Ussally 22 is correct.
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X0 RedSeal Inc. - viadmin®192.168.88.207 [Version: 8.2.0 (Build-1108)) 1Y
Ee Edt View Jools Admin Help
G220 0@ . §
| Mome | Maps & Views | Zones & Policy | Best Practices | Yulnerabilties | Model Issues | Bk Reports
[ Suppressions
7] Show All Checks 78 ot of 318 rows 5 "-g- E
. %249 HHEFE-0S
Crcch D Tatle kveﬂty ¥ Pmd Devices Fucd Devices V-daom msta.. ~ ! Patforms
P Source Routing Enabled Juniper JunOS
- " 7;& EE____
- 0) a: J Z RS—H: Unencrypted Passwords HGH s 3 3 Cisco 105
y*'g" t:E — JLIZ RS-55 N> Password e Corsole HOGH 30 3 3 Cisco 106 .
RS-32 Weak Comenunity String HIGH 47 2 2 Cisco PIX - ASA - PWSM .
=/( g %) a‘—I\yO NETOS00 Passwords are viewable when dsplaying the config. HGM 0 2 2 Cisco 108
N N NETOS27 RFC 1918 addresses are not blocked HGH 0 2 2 Csco 105 .
1‘; [j- 75‘ ﬁ 7T< éhé NETU230 Network element is not password protected. HIGH 0 2 2 Cisco 105
= NETO230 Network element is not password protected HIGH 0 2 2 Cisco PIX < ASA - PWSM .
NETOSS0 URPF strict mode or ACL not enabled on egress interface HGH 0 2 2 Csco 105 v
NET1636 Maragement CONMRCIONS Must rogQuing passwords. HGH 0 2 2 Csco PIX - ASA - PWSM .
NET-NAC-009 NET-NAC-009 HIGH 0 2 2 Cisco 105
NET1660 An insecure version of SNVP is being used HGH 0 2 2 Cisco 105
NETOS23 I Loopback address is not blocked HGH 0 2 2 Osco 105 .
NET-TUNL020 Teredo is not blocked by fitering LOP port 3544 HIGH 0 2 2 Cisco 105 .
NET1623 Authentication required for console aooess. HGH 0 2 2 Csco PIX < ASA - PIWSM -
NET1636 Maragement connections must require passwords oG 0 2 2 Cisco 108 -
No Enable Secret T
Wiew by Device | View by Viclation ¥ 3Brows 28
Status Name Device Type Operating System Modfied
= Failed Branch-Conp- Texas-ios Router 105124 Jan 28, 2016 12:10:33 PN -
Severty Summary Viokation 1D Viclation At Fiest Noticed Ticket
HIGH No enable secret 7257 configill Jon 27, 2016 4:55:96 PM
* Falled Dota-2-i0s Router 105121 Oct 16, 2012 3:059:33 "M
+ Falled Campus-Dev-ios Router 105121 Oct 16, 2012 3:05:38 M
?I‘)@Iﬁ E 0) + Failed Pugns-ios Roter Oct 16, 2012 3:09:22 "M
= ¢ Faled test Router Oct 16, 2012 3:05:45 "M
E*%E + Faled product Router Oct 16, 2012 3:09:45 PM
+ Faled s Rowter Oct 16, 2012 3:09:25 MM
+ Failed Branch-dist-ics Router Oct 16, 2012 3:05:42 MM
* Falled wos~wf-rd-os Router Oct 16, 2012 3:05:16 MM
+ Faled Deta-1-l0s Router Oct 16, 2012 3:09:35 "M
-~ Eadoad DAMZ soma ) ine Dowboe Ot A6 W04 200, 30 84 e
Chient 244 Mof 582 M
@ Analysis Current
Server 2652 Mof 3,544 M

ITHENRREINTILNSE)
%)% | Show in Config File T
a4 N THERR
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Topology Layout
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Topology Layout
» Auto-Layout V—ILEELN, TIL—T DIERERZRIRT D
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Topology Layout
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« Alignment Tool ZF5ERBLAT VIR EENWCIERDEHAH KD

X Auto-alignment
Select two or more topology nodes for alignment.

= Algn Vertically

1) Align Horizontally

In Grid of

columns

[¥] Space out nodes evenly
Close
C \

172.16.11.0/24 «zom mz 16.13. o;q« (15 hosts)  172.16.51.0/24 (50 hosts) \{{2-16-"~°'Z‘
\ N

S S S

172.16.15.0/24 ws hosts)172.16.14.0/24 (15 hosts) 172.16.52.0/24 20 hosts)  172.16.53.0/24

P o o

172.16.12.0/24 (20 hosts)

;j-!zhuumx

172.16.161.0/2 72|

Pick Up Selection

Pick Up And Move

Explore ’
(#] New Topology Group

Add to Topology Group

Zoom to Selection

Grow Selection

Incorporate Subnets

Collapse Selected Group
Delete ®

|
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BIREN=AT O %
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Model Issues
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EHRNTULGE . YT R yrF)ER (Edit | Split Subnet) %3 2L ENH D
« Model Issues|&19IE B $5H' (201646 A IRTE) & IER RMDModel Issue®
fRHT HAEZHETD
— MI-1 — Overlapping Subnets
- MI-3 - Colliding IP Addresses
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MI-3: Colliding IP Addresses
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Model Issues

K D) RedSeal Inc. - viadmin@192.168.83.207 [Version: 8.2.0 (Builkd-1105)) s
File Edit Yiew Tools Admin Help
G220 0@ v §

| Home | Maps & Views | Zones & Policy | Best Practices | Vulnerabilities | Model Issues | Risk | Reports |

e s

7| Show All Checks & 19rows )
Check ID Title Severity Violation Instances
= — —
=RERZOZD0 ___ R
M %ﬁg Ikg- %) MI-2 Duplicate VLAN Number MEDIUM 2 ) s
MI-3 Colliding IP Addresses HIGH 1 Last Update: Mar 17, 2016 2:11:28 AM
MI-4 Unmapped Hosts HIGH 20
Calaulate Moded ssues
MI-5 Dangling Links HIGH 2
MI-6 Unnumbered Unlinked Interfaces HIGH 15
MI-7 Unscanned Host-Subnets HIGH 80
MI-8 Stale Devices HIGH 50
MI-9 Stale Hosts HIGH 1,256
MI-10 Unplaced Transparent Firewalls HIGH 2 -

Overlapping Subnets

Explanation 2
Description: Overlapping subnets have been detected. This can indicate a serious network misconfiguration, causing hasts in either subnet to be unreachable from some parts of the network. If intentional (two
Model Issue® isolated parts of the network legitimately using similar address space), you should limit the configurations loaded into RedSeal to a subset of the network that excludes overlaps in internal addressing,
= 7 3 =2 : I ;
ﬁ*ﬁﬂ &ﬁ#:/k;ié Remediation: Do one of the following

© Move devices or hosts from one subnet to another (right dick on a subnet in the table, select Edit Subnet | Split Subnet)
@ Delete offending computer systems which are no longer part of your network (expand the table row to show devices, right dlick, select Delete Computer Systems)

@ 2rons 8 2
Summary First Noticed
ﬂ' = Subnet *172.16.32.0/24" (defined on interface fe-0/0/2.0 of device junos-redundant-rule) overlaps a... Sep 28, 2015 3:59:35 AM -
Subnet Type Number of hosts '
[+ 172.16.32.128/26 PA1 Trusted 0|
|+ 172.1632.0/24 Trusted 0
Model Issueo) E#ﬁ"f‘m . = Subnet "172.16.2.0/24 (extemal)” (defined on interface eth0 of device R71FW3) overlaps address sp... Jul 10, 2015 4:15:21 AM
R Subnet Type Number of hosts
ZZHV5Edit Subnet ™ ¥ 172.162.0024 (external) Trusted 0
+ 172.16.2.0/30 (connected to Data-2-i0s) Trusted 0
*

@ Analysis Current Client 227 M of 588 M
. " Server 2,958 Mof 3,944 M

REDSEAL




Threat Sources
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- UnTrusted
- EEEDENY TRy
— Internet. Extranet. Local UnTrusted3(2%5h 5
— Local UnTrusted (3 #B#8E A 2K F T 508, oM DB TEFEEINMELE
ey W ey i ST S
- BIZIETARTATLRAET Ak
— Trusted
- HEBIEKFETHHITRVb
- BEEEALE-LVT TRy

« RedSeallfxXIzUnTrustedh 5 TrustedNDT7 IR EZBEATT S
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Threat Sources

5] RedSeal Inc. - viadmin@®192.168.83.207 [Version: 8.2.0 (Buikd-1105)) ‘
File Edit View Tools Admin Help
5
_ - ﬁ!lps & Views | Zones & Policy | Best Practices | Vulnerabilities ‘ Model Issues | Risk | Reports |
ToolsA=—a1—Mib — ~
Threat Sources & = ,
2 + [ Amazon AWS VRC S C MR|uw - |KR|FEH ) § A O g7 Bplorer o8
J'_*R + B3 Border oo —
+ Branch
+ Campus
+ s Core
+ W4 Critical Systems
+ Data Servers
+ DMZ
* R I e Likely Threat Sources - 192.168.83.207 ©
+ P!uq
+ VRE
. win This table contains all subnets the RedSeal server considers likely to be untrusted regardiess of their current trust level, induding any subnets you have already designated as untrusted.
* VPY [7] Show All Subnets
Select one or more subnets in the table and use the right-click menu to set the desired trust level,
!\ = unsaved
@ 26rows & IT}
==
Trust L... Name Likely Reason Description Devices Hosts
Trusted User Role HR One ended unnumbered subnet User Role HR Aruba-WC-1 0~
. Trusted VPN tunned from 101.1.1.1 to 102.1.... One ended unnumbered subnet Untrust Branch-Corp-Texas-sc... 0 v
UnTrusted D& H Trusted  User Role Sales One ended unnumbered subnet User Role Sales Anuba-WC-1 0
RRSh,.HFGJY)ys =9 |Intemet 80.1.1.0/24 (connected to internet2) - Set as Untrusted connected to Internet2 Edge-internet-2-los 0
)‘ —_ :I._—Gg 470"& Trusted User Role Auditors One ended unnumbered subnet User Role Auditors Aruba-WC-1 0
_ Trusted User Role Guest One ended unnumbered subnet User Role Guest Aruba-WC-1 0
EEHESD |
TR Trusted 192.168.122.0/24 Defined as outside Untrust Branch-Corp-Vienna-s... 0
Extranet  101.2,1.0/24 (connected to extranet) Set as Untrusted connected to extranet Branch-Corp-Texas-ios 0«
—
Cancel Help
| Browse | 4 searcn
o A ey Client 181 Mof 993 M
Server 3,164 Mof 3944 M
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o BEIOVIATWNEMNETEINDE, T—RALVLAVEFRINRE T HEIC
Analysish B EBIRIIZETINDS

o FHTAnalysisEE{T9 BIZITHomeRTEE M SAnalyzer R4 % AL

o AnalysisOFFERBEIXETILORIEDOKRES. TLTERDT /NN REED
BHSIZKYEEIND
- BIZIE. ACIL—RTEAUA—DTI—RADEENSDOX100H DL, BEDIL—E2D
SR OANRRLMMND
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Analysis

X O
Ble Eat View Tools Admin Melp

RedSeal Inc. - viadmin®192.168.83.207 [Version: 8.2.0 (Build-1105)) U

Analysis|lZHome
MHERITEEE

AnalyzerRAV[FETILH
EOBEIZH:TINAR
MEM-HIRENS. F)
D) IREEICTE S

AnalysishNILWBRI5E .
r74>r~“r7‘|'§.‘r$l:
Ayt—UhRREIND

G222l ao® §

Home Maps & Views Zones & Polcy  Best Practices | Yulnerabiities  Moded Issues | Risk | Reports

Show Web Apps
RedSeal Model Status

Last Irvertory Updiate Mar 16, 2016 5:52:20 PM

Gé Network Devices () 68

@ rosts 2 1,264 (1,256 sale)

& Theoat Sources @ 4

% Model Issues 2 1,461 (+0)
(O RTE P v.8.2.18, Feb 17, 2016
Last Analysis © Mor 14, 2016 11:26:43 PM
U araize
Owverall Health
[ierts| a

© Latest schaduled data collection failed

Best Practices Analysis
Detalls... s Total Check Vickations: 697
250
200 Cranges since 1 Woek ago
H 4+ 317 new)
150
o (8 resolved)
100
50
0
MEDIUM Low
Network Policy Complance
Details... ws !
PCI Audit External-Internal Fnance Montreal to Campus F.. NERC-CIP Policy NERC Example Policy
Risk Analysis
Details... w¢
Protected
Indrect
. »\..lodu Aluda
Untrusted
197 hosts
g 624 hosts

\ ‘ |, Analysis Outdated Operation compiete, 1 Succeeded. Click here for details.
|

Client 225 Mol 972 M
Serwer 1,700 Mof 3,994 M
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Access Queries

« Access QuerieslZ7 A /NNADEBEHERE

DI)—IIEHDOYELH S
- Maps & ViewsEEIZTY IR EE->TRET S

- IR EEIRL. HYY A= a—h B Access From”., E£1=IE“Access To'%
E17T95

— Tools | Security Intelligence Center ZFZ . 4% M Source&Destination (73> T
Protocol&Portt,) Z#:#1RL . “Access’zE1T9 %

- Tools | Security Query Manager #fiE . VT —%EE 35
o —HRENEO T —DIREEIIEZIIZE R TE HMaps & ViewsMio DY) RIg4E
« RABEVEHEELGEIZKKAL LN SIEEEIESecurity Intelligence Manager

o LIR—FH D AEDIT)—ILSecurity Query Managerhix i



Access Queries — f Z GO T —

Ko £) RedSeal Inc. - wiadmin®192.168.83.207 [Version: 8.2.0 (Build-1105)) [
Ede Ecit View Jools Admia Help

Q=270 0@ ./ §

| Home | Maps & Views | Zones & Policy | Best Practices | Vunerabilities | Model Issues | Risk | Reports
| Mop

Qe Mafox -|a[H ) § A0 g7 pporer

Q
af~

4 |

Explore#gBE % {# o 1= 5 RI%:
THOERYT)—

@@ veN o 190.1683.1

Zoom to Selection
Grow Selection

Incorporate Sutnets
Add Notation
Show Layer 2 Webd Map

70.1.1.0/24 (comnected to intermetl)
| Detalls | Devices | Vuinerablities

Descrigtion Taken From: Edge-intemet-1-0s (Serlall) Exposure: 1

4 4 Show Layer 2 Map Exposire Type: LEAPFROGGABLE
arowse | € Search Ot i Toma | Astack Depth: 0 v
Clent 209 Mof 977 M
[l tick £ I
om;w Operation complete, 1 Succaeded. Click here for details. s 2360 Mof 3,944 M
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Access Queries — REEVCRAEBEF NG S

X RedSeal Inc. - uisdming192.168.83.207 [Version: 8.2.0 (Bulld-1105)) (%
Elle fat View Jools Admin Help
Bao® v 9
Maps & Views | Jooes & Polcy | Best Practices | Vunerabalities | Model Issues | Risk | Reports
— ~ v ” |
ToolsA=a1—h\B fhe
. . + Bl amazonawsvec |10 @ M Jaon - &[] (o) § M 00 =? Bokeer [+ X .
Security Intelligence - = [
CenterziE IR -
¥ Ko ] Security Inteligence Center - 192.168.83.207 v
+ Bl Critical Systems Source Destination
! ::: = G Select..| | ED tnternet 3§ Select.| | £ Campus_dist_1_jos subnets
+ I
+ BY Imemet
+ EH Pluging
+ B8 veF
+ i Wirdless
+ (@ VPN to 190.1683.1

TIEADER
EHERETD

Al 1Py v All 1Ps v

Protocols Ports

Detadled Path Options

77‘[’_’Z71') —E ﬁjﬂeCoﬂyd«ahon Use System Settings ~
,_._”__d_é Enable Exhaustive Query

=17

Swap TofFrom Chear

Analyze Query

ko (& &2 .

- Trreats Policy Status Security Impact Detailed Path -
70.1.4 |
Dety Cose . :
) BRREE 1 =
‘4 » Show Layer 2 Map Bxposure Type: LEAPFROGGAIRLE
1 3 — r—————— Attack Depth: 0 .

Chent 190 Mof 979 M

Anal Current b iete, 1 Succeeded. Oick here for detal
D Analysis Current  Operation complete, C e for details = ot
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Access Queries — LIk—rH D AEDH T —EE

RedSeal Inc. - viadmin®192.168.83.207 [Version: 8.2.0 (Build-1105))

- Security Query Manager - 192.168.83.207
e 2
Saved Queries | Detalled Path Results
- © 220w 8| B |
ToolsA=—a—Mi5 > -
e
. ) ~ T Tracking Used by Reports
¥ Bl Amazon AWS V S e (2]
Security Query . 0 Bord ™1 10.1013.206 to 10.100.113.114 Access false - < &
: [ Koown Attack SerfoceAccess _______Jaeoess e | N -
0
Man ager%g*ﬂ B Known Attack Surface Access (copy) Access true
. Known Critical Assets Access Access true
+ Known DMZ Bypass Access Access troe
" Known DMZ Outlets Access Access true
-~ N - > - Potential Attack Surface Access Acoess troe
t )l/ I\/r/_c I [=] ﬁ 2 Potential Critical Assets Access Access true
1 - Potertial DNZ Bypass Access Acoess troe
é ;h; T: 7 I J @D Potential DMZ Outlets Access Access true
1& ‘ - N i 3 ' — ﬁﬁ - . securitytmpact 101 014440 Security Impact false
-~ =7 —C %% + @ vPto 19068 b1l secunityimpact LESSS1418 Security Impact false
I : 1| securityimpact 204906391 Secunty Impact false
é ’h.cf: 7 I J :El securityimpact216309850 Sequrity Impact false
A4\ securitympact421406 334 Security Impact false
E i} ‘* SeCunityimpact 462154354 Security lmpact false -
Query Type v Name | Known Attack Surface Access
gl Source Destination
A All Urtrusted Scboets All Trusted Sutnets

.

-1y T)—% —_
BET 3 " _ R

- | Track Protocols Ports
TrackhVEIRSN D EBEMNEIRSND —
‘4 » ;
4 . . Create Query Copy 3& .
Browse |y Search Access
T7Mof 979 M
9 Analysis Currert OperaliGN CompIete, T SUCCREdES. CIEK RERe Tor Jetalle:

Server 2293 Mof 3944 M
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Security Segmentation (Zones & Policy)

« Zones & PolicyldtZJ AV T—2 3> DHERET 5581 ZEFEHEEE

o BWMAEDEMNTTANTIIRERLEN GBI FE TR AT 5L
« BENDTIVLAPERLGWT IV EREZHRTES

« XKETILXPCI-DSSNERC-CIPEDZESGHEIDETD AIZLLEFHND



Security Segmentation (Zones & Policy)

X0 RedSeal Inc. - whadmin®192.168.53.207 [Version: §.2.0 (Bulld-1105)) (%
Efe Eot View Tools Admin MHelp
G270 08« §
Home | Maps & Views  Zones & Policy  Best Practices  Vulnerabilities - Model Issues | Risk | Reports
”

Polcy ,;.:Mu.. - PCI Augit

I“I:I‘chg rj/b\b/w' ‘_ch:’:r«-a"
RIS —EFIR PCI-DSS 7R1) & —I(% HFLWLWKR)S—%

: %w”" FoFILNCEEES W%

w ol B

Wireless Cardholder Out of Scope

View
Nama: PCIAuSE
Policy Active: true
Policy Edtable: false
User Editable: false

Browse 5 Search

. Tabie £ bpont

Manage Polcy Sets

Deactivate Polkcy
Show
Rues
* Comphance
Reports
Rudes
Pl Commplance
PCI Awdit
Compliance
Pass No Flow
— PasS
Warning
i Fad
————— Zorw Overlap

O Analysis Curent  Operation complete, 1 Sucoeeded. Click here for detals

Chert 107 Mof 979 M
Server 2013 Mol 356 M
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Security Segmentation (Zones & Policy)

.

. Manage Policy Sets

Available for use as a Policy Set | <New Policy Set> v

Name  Internet DMZ and Critical Assets

| Activate Policy

’
« e;w/‘/ ZKD‘;:?(:‘-'E:NL»:)'\. Managoe POlICy SetSb\B
1)<, —
e oo AR S —E I
Deactivate Palcy
Save Cancel
®) Rules C
~) Compliance
Reports
Rules
Compliance x New Zone
Nave et
Internet DMZ and Critical Assets ﬁ e o = SR e e
Rules Ex0ond o0 Memteried 10 Subrets Srmoundng Mosts NEW Zoneb\bt7 }‘/T_Vayé
BLIWRIET = £ T AU D
— — —— 3> NoRules ATV (“Zone” EER) HWHE
————> Rules I (HED
Save Gancel
-
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Security Segmentation (Zones & Policy)

— RedSeal Inc. - uladenin$192.168.83.207 [Version: 8.2.0 (Buikd-1105))
Ele Eot View Jools Admin Help

QU208 S
Home  Maps & Views | Zones & Policy | Best Practices  Yulnerabilties Moded Issues | Risk | Reports

Inernet DMZ and Critical Asset
Policy Internet OMZ and Critical As RSN DR 000 Ciaces Asewts
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