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RedSeal “Best Practice Checks” (BPCs)

Z) RedSeal ks, Inc. - viadmin@127.1.2.3 [Version: 7.0.0] 0O X
File Edit View Tools Admin Help

EEY AT

= - === —_
‘ Home ‘ Maps & Views | Zones & Policy |I_3est Practices lMgdeI Issues ‘ Risk leJorts ‘ b Ex E : j } l/ ' N— —C
Checks | Suppressions |

=] \ ==
‘ aaE EIENHDHER
Show All Checks ) 121rows ‘7‘ ‘ @ ‘ ‘@‘ 15N
Check ID Title Severity Passed Devices Failed Devices Violation Instances  ~ 1 E ’-I‘ —
RS-36 IP Source Routing Enabled HIGH 12 40 40 - EE ll \ 35 / \ 4 7 4 I\ L/ ~

RS-51 Service PAD Enabled Low 0 34 34
RS-52 Bootp Server Not Disabled Low 0 34 34 Ik :Ig. | = [—
RS-57 TCP Keepalives In Disabled Low 0 34 34 Z o E 7 I \
RS-58 TCP Keepalives Out Disabled Low 0 34 34
RS-37 No Enable Secret HIGH 2 32 32
RS-18 1P Redirects MEDT 24, AE 25
RS-24 IP Proxy ARP | Home | Maps & Views | Zones &Policy | Best Practices | Vulnerabilities | Model Issues | Risk [Reports
RS-61 IP Unreachables m— — = - = = —
Mo Checks | Suppressions
RS-102 HTTP Management Enabled on Interface
RS-62 Untrusted Remote Login Access to Network Device
RS-66 Untrusted Remote Login Access [ |
R NS i Confired Show All Checks : ) 130 rows
RS-108 Policy List with No Deny
RS-19 Telnet Server
RS-110 Time Synchronization not Configured CheCk ID Tlﬂe

R |Tenetsener

Telnet Enabled on Interface

Violation ID: 6,399 )]

|Wew by Device [ ‘ View by Violation | |

Status Name Title: Telnet Server
B Faied

vty [sumary || llcheck:=RS-19

‘ Low The telnet protocol is enable
+ Failed ios-novrf-screenos R
% Failed Branch-Vienna-Corp-screeno || | [SUMMary: The telnet server is enabled
+ Failed Campus-fiV2-screenos
= E::::: S;::if:gﬂ;:s;fe?; Description: The felhetservice is enabled on the device. Use ss, a more secure protocol, instead.
+ Failed DMZ-FW2-screenos
+ Failed PAL Remediation: Add one of the following commands to the top of the configuration. To allow no access
+ Failed screenos-VRF-screenos
+ Failed ios-VRF-screenos through the Vty: config t
+ Failed DMZ-FW 1-screenos

line vty <line numbers>

transport input none
...or, to allow only desired access... config t
line vty <line number>

Q Analysis Current

transport input ssh

First Noticed: 10/6/14 2:42 PM
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A7 3> :Layer 2 AR RE

(53 172.16.0.0/24 (connection to the 172.16.0.0/24 net) Layer 2 Map - 192.168.117.132 O X

WIESE

- (%] et Undete: 6, 015 5157 A | Regather || & €
« AT 3 T Layer2 MtV R% -
HHBRNETODRIrvFREA

wac |

Y \ B .‘\'x Layer 2 Map Key 5 4
HEA
—— L MAC ] I Known Host
amaamm [ Known IP Address

|=8 Known MAC Address

@ Device Port With Multiple Connections
(9% Delegate for More Than 20 Nodes

3 Router

B8 Firewal

Switch

) L2 l\_l_\ I:I o (i'lj'js*“j I\h\ 6 Ny {23 intrusion Prevention System
RULE S E LIS R TSNS S

i L,E‘;CJ & Wireless Access Point

somseonora B8 wireless Controller
L 3 Other Network Device

e L2+ RAD—DOLAT IR
BEMICEEESIN, hRE2T/XI[E
AR : -

Layer 2 Connections

| @ 6outof 235rows ‘ H@H@‘
Switch Port - 1 Mode Peer Peer Interface Peer IP Address Peer MAC Address V | Peer VLAN
lab-gw2 GigabitEthernet0/15  Access |8 00:00:5€:00:01:02 00:00:5€:00:01:02 -
lab-gw2 GigabitEthernet0/15  Access

lab-gw2 GigabitEthernet/15  Access 58 00:00:5€:00:01:
lab-gw2 GigabitEthernet/16  Access I 172.16.0.137 172.16.0.137
lab-gw2 GigabitEthernet0/18  Access 8 8c:90:d3:c5:fa: :
lab-gw2 GigabitEthernet/21  Access |8 78:27:d1:f6:e9:b4 78:e7:d1:f6:e9:b4
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[2) RedSeal Inc. - viadmin@localhost [Version: 7.1.3] O X
File Edit View Tools Admin Help

G220 @ Q

Home | Maps & Views | Zones &Policy | Best Practices | Vulnerabilities | Model Issues | Risk | Reports

View Selector ||ie Topoloay ~ || g Mep

+ (i) Border e I =g {"’?IQIB% v"@;‘E (#] § £ 02 7 Explorer |7
+ Branch — —
= Campus

+ Campus_dist_1_ios subnets

+ Campus_FW1_screenos subnets
+ Campus_fw2_screenos subnets
+ Campus_lab_FW_screenos subnets
+ B Campus-Dev-ios

+ [ Campus-dist-1-ios

+ [ Campus-dist-2-ios

+ ‘Campus-FWl—screenos
+ B8 Campus-fv2-screenos
¥

F

¥

¥

¥

¥

¥

¥

2y

Topology

Pane
Inventory

List

@8 campus-ab-FW-MFE
3 Finance
B HR
£ ke
3 marketing
3 product
3 sales
£ test
Core
Critical Systems
Data Servers
DMz
Internet
Plugins Campus

w’:l Details | Subnets | Devices | Hosts | Vulnerabilities | Tunnels ]
ireless
[Q-~ | 2 14rows Ii‘ @ @l Details

Name Capability Last Imported Modified Routing Observed P ane
CampusdabFW-MFE 8 Firewall Oct 6, 2014 2:42:27 ... Oct 6, 2014 2:42:27 ... -
Browse | @ Search Campus-Dev-ios 3 Router Oct 6, 2014 2:42:40 ... Oct 6, 2014 2:42:40 ... -

POOOEDORONLDS
PessBIRRIOINIETS:

+ O

Client 134M of 989 M
Server 3,473 M of 13,510 M
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RHDODAYEI—O% RS E5S

o B4 :RedSeal ZFEWVEICRFTDAVNT—ORE#HIFT H5FE T, I THL
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RedSeal System: FE1—X45—X&E
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- AT UMNVARURAF— L
- X aT(AVTSAT U RAF—L
- MEEMEEICEAHEZF—L

- EpBE
- XA TAT—FTIOFv— MBI RAVMADNDRAUIBETDT VEADIEE
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R2YNT—0tX 2 )TAT—FTIOFVv—DEE

- REHEE
— Access Query
- Explorer
- Advanced Explorer
- Security Information Center
- Detailed Path Queries
- Security Intelligence Center
- Security Query Manager
- FHI/T)—HER
- FUILE I HRE

o BETORREAVTAT—LaY
- Maps & Views D1 —H—kL—=2%
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I =X )TAT—XTIOFr—DR=

£ Detailed Path - localhost

Detailed Path Summary Access Through Device: DMZ-FW1-screenos
Q Access Device Interface VRF Table | Protocol | Source IP
FU"Y open Path Permitted Input @8 DMZ-FW1-screenos  172.16.106.1 (ethernet6)  trust-vr  TCP 0.0.0.0 - 9.255.255.25
Query Name: Permitted Qutput @8 DMZ-FW1-screenos  172.16.101.1 (ethernetl)  trustvr  TCP 0.0.0.0 - 9.255.255.25
Query Date: Mar 6, 2015 11:49:57 AM
Query Status: Successful
Protocol: TCP
Source Node: 80.1.1.0/24 (connected to inter...
Source IP: 0.0.0.0 - 9.255.255.255 -
Source Port: any
Destination Node: 10.101.3.0/24 (connected to 10...
Destination IP: 10.101.3.206
Destination Port: 22 —
Route Consideration:  Off Filter/NAT Rules For Device: DMZ-FW1-screenos

J e | [0 3roms
Paths Found
i Device Type First Line/Description
Access Results A e [ ' @8 DMzZ-FW1-scree... Filter Rule (NetScreen Configuration: 130) set policy id 7 from "Untrust™ to "Trust™ "Any™’
o ) - @8 DMz-FW1-scree... Filter Rule (implicit) deny all

Source Internet Destination All Subnets Via| |Hop | Flow Device (NetScreen Configuration: 130) set policy id 7 from "Untrust" to “Trust” "Any”

Access Vectors | Access Details START  0.0.0.0 -9.255.255.255 v =

— l é ) ) [Z) bMZ-FW1-screenos Juniper Screen0S - localhost g [m]

) trow 1 Edge-internet-2-ios I — ' ) ) E S o I —

|
Source Source IP -- DMZ-FW1-screenos 129 |exit ‘
80.1.1.0/24 (connected toi... Eodulcl

§130 set policy id 7 from "Untrust" to "Trust" "Any" "Any" "SSH" nat dst ip
3 DMZ-dist-1-ios | 10.101.3.206 port 22 permit
! {131 |exit
4 é Core-1-os | 132 |set service "HTTP"

| o i 133 |set service "HTTPS"
{134 Iset service "PING"

. BEEEHNSTIERISZAEZN. Detailed PathTEMA DR . 2L TavI45 D
HEtFvy
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 EBEE.TY/OD—REE
e BE:D)FAILGRINT—IONDT I REHEDR
« 7O+t X:RedSeal Access Queries

© BABR (BEESR) -
BENDT VAN RZHREL, @ — |
Iﬂmﬂéhéﬁuk*f&_bt - +
E >
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RedSeal System: FE1—X45—X&E
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T A T—2 3> DHERR: RedSeal Policy
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XA TAEFEEDTEAA L
ITE€IT47F2)T4KBILAR—k
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T A T—a DR RedSeal Policy

« A—H—TJO74—)L
- PORRAVTSATURIZEDLAF—L
- PORREERICEADLSF—L
- TORREZEETHF—L

- ERHE
- AVTSAT U ADETETER
- PCI-DSS
- NERC-CIP CKEEH#RH)
- HBEBEEOET AR —DETETER
- MEERICE=ZR)VY
- THOEAMEES

- REHRE
- Zones & Policy
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T A T—a DR RedSeal Policy

- BEITOVREAVTYAT— 3V
- AVTSATUVRADRAI—T%#REEIZT S
- X aTFoDETAURE|ERIEIZT D
- BTANDT IRV EREHERT S
- BT AUNDT O CRDRIEET S
- AVT AT RRIHERZHERL. HIlE T
- X AT/ EHEED—IRELTEATS
- TOERR)O—DLR—FH
— Zones & Policy & Access Query DL—=U 5 % E T S
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T A T— a2 DEESE: RedSeal Policy
e “Zone”: X)) T4ET Ak
e “Rule”:YV—2MDIL—)L Dottt st 7281 e

IEX A

| Home | Maps & Views | Zones & Policy | Best Practices | Model Issues | Risk [Reports |

* RedSeal WETDT IV RZEMER oo = ,

# [&] Cardnolder \: | [=Table ] -
+ [l oMz
N + General Manage Policy Sets
* RedSeal WETOD +X ===
+ Untrusted

UntrlfSted Show
[&] wireless

“Business Decisions” [ZEL RN THEHT G

Reports
Rules
PCI Compliance

PCI Audit
Compliance

— (approvals) -

o V24 3 Pass
° PCl Template PCI-DSS
3 Warning
P> Fail
S ti 1 1 @ E 7] Wireless Cardholder OutofScope | T———— Zone Overlap =
ection 1. o &
Access From Cardholder to Untrusted
S — s Qoo [ B (@) [ 2] (o)
[ ? S ) o) (B &)
LT ®, Zone Pair Protocols Ports Status Trouble Ticket
= From Cardholder to ... any any | |1 -
[e) >
I : ‘ T Ab Destination IP Protocols Ports Status Trouble Ticket

VA A / |:| ﬁb + 0.0.0.0-10.100.1020  any any E
+ 10.150.104.2-101.2.1.0 any any @
# (&) 10.100.104.2 - 101.... any any [
+ (£)0.0.0.0-10.141.10... any any 1]
# ()0.0.0.0 - 10.150.10... any any @
# 192.168.101.3-255.25... any any [
# 0.0.0 - 10.150.10... any any \
# (&) 10.100.101.2- 101.... any any [ <

| New Dedision Show Decisions for Policy | |- Show All Decisions | |

Browse | ) Search
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T A T3 DR EH

BE: BT, €/t BER

BiE: X aT4T A T—230 DR
70O+ X: RedSeal hRATA XK —
BEAME: NEEEDER

FEZ: E-Commerce

B4E: PCI-DSS OV 7347V RBREDFEEE

JO+tX: RedSeal PCl Policy T 7 L—hEEFHEETOLREDHE
B AR PCI-DSS Section 1.1 DTS4 72 A& BEIMIZERST

BE:

BEEICRITTOERAIYBN RIS BERGATZAS
BEENMTONRIC. EEICERTEIETICELST . ZeME5H0REH5
EEHENRT LRV RMICIV TSI T U RERSTHES
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RedSeal System: FE1—X45—X&E
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MEssTE DB EATIT

e A—HY—7JOJ4—)L

- HT)—F—F
- MEEEEICX ST 5 F— L
- LiIR—kE—F

- AXvF—EEICENSTF—L
- IRAMDINYFUTIZEHEF— L
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MEssTE DB EATIT

- REHEE

RedSeal Threat Query

- AfRIEHERE

- BEBROFM

- RedSeal Risk Map

- MESstEBEEDLR—RE A

« BETORREAT)AT—3Y
- EBHREYT—2DORYAH
- LAR—FDERIELHEE

- 7HOEARHYI)—_ Threats 9T)— YRIAN) DA YRIITIT . A RABTA AL TR—LD
IVRaA—Y—rL—=25
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%%ﬁw@iﬁw

1T aiauG

C M C ) CRRC AT )

C\(’l(‘l(ll(ll(l(ﬁ(ﬁg

0

. BERAD EERE T T MK BT SR/ SAE B BRI
« Leapfrog(BEAESHE) DHERELHEZEL. BRIZED

o HBARAF, EREFBEICOVLTORIATIVY:
- [Business] Value ({fifE): O~100D#HETE DR RICTHEEMEEZRT
s TIHIMUEIIIVRFA—H—RETHRATA X HHE

« Exposure (FZHE): 0~1(:0.77) DR CHE T/ EN KR EIN S AREMEEF KT

* RedSeal Risk: [Business] Value X Exposure
« #1:65 X 0.77 = 50
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HESS1E D BT T : FEH

- FEE (2R
BAZ: $hEMZMEEMEX R DM L
« 7O+t X:RedSeal EHILR—F
- FAVE 13— AT LEMIZEDhETELMAFITLR—EFH B

« BAMME: NvFUU ZFLTHEBERNGEE RSV TREAIV/NIEDEL
T 7 TERL. EHEETERDR LIZER
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RedSeal System: FE1—X45—X&E
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IR =X )T4T7—FTzVFv—DEE
VT A T—2 3> DHERR: RedSeal Policy
MegaE DB AT

XA TABFEEDTEAA
ITE€IT47F2)T4KBILAR—k
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X AT BEHEEDOT ALV

A—H—Ta74—)L:
- BHEEICEAHSIF—L
E R B E:
- EHEEFDERN, A DOEMEIZEEEL. HIETT
ESEY
- RedSeal Security Impact Query
- BHEREHRK: 7OEADERIZHEINEDH
- TORADEWVGEE ., (A7 I2ANTOvIIN TS H
- TORRZHAITERELEGEICELHSNSBEE
- TORRZHTIERELIZGEICEENRIETEONEGR) O —
EETAEREAVT)AT—230:
- BHEBEIJOLRND—IRELTEA
- EHEE IO LR ERedSeal Ul DRL—=24
- (A7 3>) Zones & Policy 7O+ RXE AL
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XA )TABEHBEEDTERAA N EH

- BE AUSAVUREAE
BiE: EHEEO X T M LELEEHETIRTIETE
- 7O+ X: RedSeal Security Impact Queries #E#HEETOLAND—EELTEA

C BAMEB: 40% EOEEY TR MIBEIEIETETH 1
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X aM)TAEBHE

RedSeal “Security Intelligence
Center” (3B RGO T —HERET &

Security Impact Analysis #£8e%

FEOERDIFEHRMNFONS:
BRDRYET—OMOT)—Eht-
T AMN AT EED

- DI —EINTWBTIVERAHLEREFED
RYS—IZHET D
- DIT)—ENTWETIEANEEND
TR RAZEREEICT HH

BO7RAAVE

v Security Intelligence Center - localhost -0 X
Source Destination
Q) select || #® 70.1.1.0/24 (connected to internet1) ‘ | Q Select || €3 10.102.5.0/24 (connected to ritSys-nfs)
|
IPs || 1Ps
All P - (Al 1ps -
Protocols | Ports | Optiona
{8 Security Impact Analysis - localhost O X

Source 70.1.1.0/24 Destination 10.102.5.0/24

Path Status
This path is currently BLOCKED

S
é Detailed Path

Vulnerabilities on the Destination

(@ Permitting this access exposes 96 vulnerabilities .

20 hosts are exposed in the destination.

20 of the exposed hosts have leapfrog vulnerabilities.
Oldest scan date: Jan 8, 2014
Number of unique vulnerabilities: 26

Collective impact: ACIS
Max CVSS base score: 10.0

Policy Impact
NERC Example Policy

Details
New Decision

Exposure

.

I:] Destination Indirectly Attackable

Untrusted

Downstream Impact

Source crit-sys-nfs-srv-101, crit-sys... Destination All Trusted Subnets

816 hosts would be reachable via leapfrog vulnerabilities.

‘ H‘g Downstream Access ‘ ‘ g Downstream Threats.

PCI Audit

Details
New Decision

Export H Close H Help ‘
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RedSeal System: FE1—X45—X&E
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ITEIT14T X2 )ToEHILER—

A—¥—2AaJ4—)L:
- X2 TAEEIZENHSF—L
- IT#REF—L

E=R B
- X ) T4ARFDOIKRELELDIER

e
- RedSeal R—AE@R
- RedSeal Executive Summary % v ak—K

- ARZTAXLR—F

BEITORREAT) A T— 30

- RKErYRD—HLEEILI-RedSeal VAT LDEE

- BEMNLKEERF vy —NDEE L RedSeal EDEE
- LiR—MEELE A

- Lik—kDa—H—kL—=2%

Copyright #£ X =fLRedSeal REDSEAL



IS EHTF4T X)) ToEHILTR—

Risk Analysis

o XaTAKRFIZHETRIIZEEN . T EERAARE -
- 88D RedSeal AR )ORE#ETLT s - ot
fRfrEd 5

(Overview T )

Ut u
O » N — R Analysis Date
[ J A " )
\ 1o L TA =] ‘
30
w '
1
Cacs 400,
(] 1 “ o
Carrier = a o l'\_‘
T REDSEAL s
- - 5 .
ok Access | Treats | Vaeratites | Contguraton ssuss | Sscurty mpact | Detaiea patn | incidentRessonse [ Digital Resilience Score = x
Reaseal o 8 T—————]
Vulnerabilities _—
Extranet Acces: X . Dasilogs w
I e 10 pts Configuration Checks 106 0 s
102 Directy at 5 I Audt 40 pts Incomplete Model -
574 pts Risk Anaysi e hos a Pl Audt P
e [ 790 pts o
Data Center Segregati Smen
s s of 850 =-— - :
4 TT—
= CRE .
Mot in Comglance " Boam
0 0 _— 23 0
A4 ared for Comphance —_—
History o e 8 0
' Compiance
0
1—
Jun 3, 4:58:20 PM Jun 3, 5:20:53 PM Jun 3,6:02:12 PM Jun 3,6:0429 PM Jun3,62628 PM Jun 3,6:28:01 PM Jun 3, 6:30:56 PM Jun 3,6:38:23 PM Jun 4, 120123 AM Jun 17, 6:14:08 PM 765+ ™
680 - H
o= e oo N [ T
tecton,and = 05 - E] ]
e h allows remote attackers to. 2 =2 60
i et = 5]
2
=2 340
2
=4 265 -]
=
= 170
[}
||
o) [ [ [ [
October 16, 2015 November 3, 2015

Copyright #8 =X = ftRedSeal REDSEAL




ITE€EIT147 X2 ) T4FRILAR— - EH

- BE EER
BiE: T EIT47I2RETH5E5DEF1) T4 RT—FR
- JAtLX:
- RedSeal ETILD#
- fEBERFvF—T—FDOERYAH
- RedSeal APl Z{E>1-ith& L DFEE

« BAMR: BBOEX1)T(EDEYTA—ZRLSE, KHl-HEKDRALERFS

Copyright #£ X =fLRedSeal REDSEAL



RedSeal System: FE1—X45—X&E

BREITFTAINDN—F=2Y
FYNT—OSERIEREX
IR =X )T4T7—FTzVFv—DEE
VT A T—2 3> DHERR: RedSeal Policy
MegaE DB AT

XA TAEFEEDTEAA L
ITE€IT47F2)T4KBILAR—k

RedSeal ¥Fa!)T74—ETI/L

OIN OO kW=

Copyright #£ X =fLRedSeal REDSEAL



RedSeal ¥Fa)T1—ET /L

BEEDZERMEHEZE(I{A]H 2
IR (T anqe] Hy 2

Copyright #£ X =fLRedSeal REDSEAL



RedSeal MD{fli{EZE &<

I7EIT471C
BRI HANI IR
EEEEEEEENN BEDLEZE +lllllllll
tXalTq
PEEEY K [ EHEE ]
vT AT a R Bt

N 1/

YT —otFa) T4 I

T—XTOFv—DRE
rhI—OSRBRE

--------------.l RedSeal £5°)LDFEA I--------------
f BEI7ZAILD )
. nN—k=24 )
T—RUNE
THA

Copyright ¥ =X = f1RedSeal REDSEAL



RedSeal [(IRENEE...

Vuln Prioritization Rpt

Risk Map

Explorer:Threat

Risk and DSR Metrics

Compliance Custom Policy

PCl Policy Template

“What Is” Policy

SIC / SIM / Tracked Query

Detailed Path

Explorer:Access

Custom Groups

Topo Layout

Model Issues

Config Management

Device Cleanup

Custom BPCs

Best Practice Checks

Copyright #£ X =fLRedSeal REDSEAL




.. BEEDRNIZTERZRDYMHHS

Vuln Prioritization Rpt

Risk Map

Explorer:Threat

Risk and DSR Metrics

Compliance Custom Policy

PCI Policy Template

“What Is” Policy

SIC / SIM / Tracked Query

Detailed Path

Explorer:Access

Custom Groups

Topo Layout

Model Issues

Config Management

Device Cleanup

Custom BPCs

Best Practice Checks

Copyright #£ X =%t RedSeal

REDSEAL




RedSeal #5gE

“HRREEF”

Vuln Prioritization Rpt ( \
Risk Map Vulnerability
Prioritization
Explorer:Threat
Risk and DSR Metrics \ )
4 . D
Compliance Custom Policy Securlty.
Segmentation
PCI Policy Template \ Validation )
“What Is” Policy ( \
SIC / SIM / Tracked Query Network Security
Architecture
Detailed Path Query
Explorer:Access k )
Custom Groups ( \
Topo Layout NEtwork
Configuration
Model Issues Reference
Config Management \ )
Device Cleanup é h
Device
Custom BPCs Configuration
Hardening
Best Practice Checks \_ Y,

Copyright #£ X =%t RedSeal

REDSEAL




RedSeal 5 gE

“HRREEF”

TRy
A—R7T7—R

Vuln Prioritization Rpt ( \
Risk Map Vulnerability LT
Prioritization Explorer:Threat Query
Explorer:Threat
Risk and DSR Metrics \ )
4 A N\ . .
Compliance Custom Policy Secu rlty. Pie Chart, Reporting
Segmentation
PCI Policy Template \ Validation )
“What Is” Poli
at Is” Policy ( \ - N
SIC / SIM / Tracked Query Network Security Explorer/ Sc'fu/;:fa“ed Path
e Architecture Forensic, Etc.
etailed Pa
Query \. y,
Explorer:Access k )
Custom Groups ( \ Topo Query
Topo Layout NEtwork
Configuration
Model Issues Reference
Config Management \ )
Device Cleanup ( ) )
Device Device Cleanup Export
Custom BPCs Configuration
Hardening
Best Practice Checks \_ Y,

Copyright #£ X =%t RedSeal

REDSEAL




RedSeal BEgE

“HRREEF”

TRy
A—R7T7—R

Ja+X
=

Vuln Prioritization Rpt ( \
Risk Map Vulnerability Risk Map Query Monthy Mitigation Report
Prioritization Explorer:Threat Query
Explorer:Threat
Risk and DSR Metrics \ )
4 . D
. . Secu I"Ity Pie Chart, Reporting Update Business Decision
Compliance Custom Policy .
Segmentation
) TO: Ticket System
PCI Policy Template \ Validation )
“What Is” Policy ( \ Review/Audit Changes

SIC / SIM / Tracked Query

Network Security

( )

Explorer/SIC/Detailed Path
Query:

Architecture e (2
Detailed Path T
Query \. y,
Explorer:Access k )
Custom Groups ( \ Topo Query
Topo Layout Network
Configuration
Model Issues Reference
Config Management \ )
Device Cleanup é h
Device Device Cleanup Export
Custom BPCs Configuration
Hardening
Best Practice Checks \_ Y,

Eval Change Request

Model Issue Export

TO: Ticket System

2016-May

Copyright #£ X =%t RedSeal

BPC Change Rpt

REDSEAL




RedSeal BEgE

“HRREEF”

TRy
A—R7T7—R

Ja+X
=

JAagsS.L
e

—— 4 ) Events, Ticket Systems , API
Vuln Prioritization Rpt
oge R k M eae . . .
S Vulnerability isk Map Query Monthly Mitigation Report Risk Metrics
Prioritization Explorer:Threat Query
Explorer:Threat
Risk and DSR Metrics \ )
( . ) . . . . . . . .
Compliance Custom Policy Secu I'ltv. Pie Chart, Reporting Update Business Decision Policy Violations
Segmentation
) TO: Ticket System
PCI Policy Template \ Validation )
“What Is” Policy ( \ Review/Audit Changes Explorer
( ) Query
SIC / SIM / Tracked Query Network Secu rity ExPIorerlsgi’/g‘?alled Path BT e e
— Architecture Forensic, Etc.
etailed Pa
Query \. y,
Explorer:Access k )
Custom Groups ( \ Topo Query Cfg Query
Topo Layout NEtwork Weekly BPC Accountability Group/Tags
Configuration
Model Issues Reference
Config Management \ )
Device Cleanup ( ) ) ) 5 X
Device Device Cleanup Export TO: Ticket System Violations
BP i i
Custom BPCs Conﬁgur?tlon BPC Change Rpt
Hardening
Best Practice Checks \_ Y,

2016-May

Copyright #£ X =%t RedSeal

REDSEAL




Vulnerability
Prioritization

.

Security
Segmentation
Validation

J

-

Network Security
Architecture

Query

~

\(

Network
Configuration
Reference

J
\

&
-

J
<

Device
Configuration
Hardening

RedSeal ¥Fa)T1—ETI/L

Copyright #£ X =%t RedSeal

REDSEAL



Vulnerability
Prioritization

.

Security
Segmentation
Validation

J

-

Network Security
Architecture

Query

~

\(

Network
Configuration
Reference

J
\

&
-

J
<

Device
Configuration
Hardening

RedSeal ¥Fa)T1—ETI/L

Copyright #£ X =%t RedSeal

REDSEAL



EEE'??-:LU F4—FTIL: BE

Vulnerability
Prioritization

Security
Segmentation
q Validation

J

-

Network Security
Architecture

Query

~

\(

Network
Configuration
Reference

J
\

&
r
Device

Configuration
Hardening

J
N

2016-May

Installed & Validated Users Trained Ad-Hoc Queries Automated Reporting Process Integration Program Integration

Copyright #£ X =%t RedSeal

REDSEAL



EEE‘\’?-:LU F4—FTIL: BE

Vulnerability
Prioritization

Security
Segmentation
q Validation

J

-

Network Security
Architecture

Query

~

\(

Network
Configuration
Reference

J
\

&
r
Device

Configuration
Hardening

J
N

2016-May

Installed & Validated Users Trained Ad-Hoc Queries Automated Reporting Process Integration Program Integration

Copyright #£ X &= f1RedSeal

REDSEAL



